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EXECUTIVE SUMMARY

Purpose

This document represents the first stage in a process of taking the National Strategy for Police Information Systems (NSPIS) forward.  It defines the mechanisms to ensure that we (and our partners) have access to the right information, in the right form, in the right time at an appropriate cost.  The Strategy will ensure the Police Service has a collective understanding of the value of information and that we are able to exploit National Information Assets in support of local policing.

Enhanced Policing

The Strategy is derived from the overarching aims and objectives of the Police Service and exists to enhance service delivery.  The effective use of information will help secure a safe and just society where service delivery is improved and service overheads reduced.

Vision

The Vision leads to the development of skills in how to exploit information across the Service and partner agencies and move away from a current perspective based on a “magpie mentality” where we store lots of data in case we need it one day, with scant regard for its business value.  This represents a profound strategic shift which offers the realistic prospect of significant gains in efficiency and effectiveness.  In turn this will lead to enhanced public confidence in the Police and other Criminal Justice Agencies.

Information Management Policy Statements

The Service is required to sign up to a number of policy statements concerning operational information, reducing information overheads, consistency, using information across agencies and the ethical framework for information management.  It is these policy statements (pages 10-11) which are the heart of this Strategy.

Action Plan

An Action Plan has been developed with activities identified for the Association of Chief Police Officers (ACPO), Forces and the Police Information Technology Organisation (PITO).  Once these initial actions have been completed it will be possible to identify which future information systems need to be developed, and as a consequence how the Service will move NSPIS forward.
1.
PURPOSE OF THIS DOCUMENT

1.1
John Newing, President of ACPO, charged David Wyrko (Chairman ACPO Information Management Committee) with producing an Information Management Strategy (IMS) for the Police Service.  The rationale for such a Strategy was presented to Chief Officers at the PITO/ACPO Conference held at Northampton on 19/20 November 1998.   The Forum concluded that there was an irrefutable logic for developing a strategic approach to managing information on a Service-wide basis.

1.2
A summary of the case for developing this document (based on a presentation to the Chief Officers’ Forum) appears at Annex A.  Further background is available from David Wyrko, Chief Constable, Leicestershire Constabulary.

1.3
Key stakeholders have been consulted.  This document sets out both the strategy for managing information in a Service-wide context and the actions necessary to implement it.  The Strategy can only become a reality if those identified accept their responsibilities and deliver against the agreed action plan.

1.4
This Strategy puts in place the mechanisms to ensure that we (and our partners) have access to the right information, in the right form, at the right time, at an appropriate cost.

1.5
This Strategy will ensure the Police Service has a collective understanding of the value of information and is able to exploit it as:

A National Asset in Support of Local Policing

1.6
This document begins a process which will result in taking the National Strategy for Police Information Systems (NSPIS) forward.  This document - referred to as IMS Part One - will be followed by a view of the Systems requirements (see page 5), with the next iteration being IMS Part Two.

1.7
This document is aimed at:

· All Chief Officers in the Police Service and the Chief Executive Officer of PITO.

· All Directors/Managers of IS/IT in the Police Service.

· Key stakeholders of other public sector agencies who are involved in the planning and delivery of information services as part of the wider community involved in public safety and criminal justice issues.
2.
THE STRUCTURE OF THIS STRATEGY 

2.1
When considering the most appropriate way of taking this issue forward, it is important to see where the Information Management Strategy sits with regard to other strategies.  These relationships are shown below.

            


2.2
This document addresses the high level policy statements over how the Police Service will manage information across the Service.  Once the Association of Chief Police Officers (ACPO) has formally signed up to these principles, work will commence on the Action Plan identified in section 6.  As a consequence of the outcomes from this Action Plan the IM Futures Group (under the Direction of the Chair of ACPO IM Committee) will produce IMS part two, the Information Systems Strategy - see above - for consideration by ACPO Council.  Only once this is done will it be possible to cost and take forward the National Strategy for Police Information Systems (NSPIS).

2.3
Whenever the term “information” is used in this document it is used in the broadest sense of the word and includes that information used by the Police whether stored in electronic form or on paper.  Implicit in this Strategy is a framework for managing “intelligence” and “knowledge” although by design the document avoids the use of terms such as “Knowledge Management”.

3.
BUSINESS STRATEGY/POLICE SERVICE ISSUES

3.1
The Police Service has entered a new era where we are expected to deliver “more for less” and to deliver policing in the context of a “whole systems” approach.  It is becoming increasingly important to consider the flow of information between various agencies, which within and alongside the Police Service support the achievements of creating a just and fair society.  The term “whole system” is used to describe all the agencies involved that contribute to criminal justice processes and public safety.

3.2
The Government has agreed a number of “Overarching Aims and Objectives” for the Service.  Accordingly these currently represent the focus of the Government for Service-wide issues and the starting point for this Strategy.   These Service-wide aims and objectives are reproduced at Annex B.

3.3
From these objectives it is concluded that the “Business Strategy” or general “direction of travel” of the Service is one where we seek to:


Help secure a safe and just society in which the rights and responsibilities of individuals, families and communities are properly balanced.


This will be achieved by providing a Policing Service in a wider “Public Safety” context.

AND


Whilst delivering the service we seek to improve the performance of the police service whilst reducing service overheads.

3.4
The Role of Information Management in this Business Context


The full potential of the overarching aims and objectives and the realisation of the “business direction of travel” will not be achieved unless we understand the value of information and its management in a Service-wide and broader “public safety” context.  In the current environment this requires us to exploit that knowledge and information, which will allow us to do more (of what must be done) for less, whilst driving quality improvement.

4.
MANAGING INFORMATION STRATEGICALLY

A  -
The Vision

4.1
Put simply, the Vision is concerned with a strategic shift which can only be realised if the WHOLE SERVICE and our partners (including other agencies) understand the implications of that shift and their responsibilities and commit resources to achieving the tactics which will deliver the Strategy.

4.2
To achieve the Vision, we move from:

Data storage and retrieval organised on a functional basis

TO

Exploiting information on a “whole system” basis to achieve the overarching aims and objectives of the Service.

4.3
The rest of this document defines the high level policy statements which will assist the achievement of that Vision.  It assigns responsibility for taking actions to achieve the strategic intent, to exploit “information” across the “whole system” necessary to achieve the overarching aims and objectives, and thus the “implied” business strategy.

4.4
The nature of the “shift” implied in this Strategy is further expanded in the table below.   Column One represents where we are now (it represents largely where the whole service is rather then specific Forces) and Column Two, where the Strategy will take us.

Achieving The Vision

	FROM
	TO

	1.     Little “enterprise wide” understanding of the value of information as a service asset.
	The value of information to the whole organisation being understood by those who capture, process, manage and use it.

	2.     Poor data quality Management Systems


	Users understanding their role as both providers and users of data and as a consequence, information being of a quality level which means it is fit for purpose.

	3.     Information often being inaccessible by those who have a legitimate reason to use it.
	Universal accessibility (where business need demands it) and where information is managed ethically and within a framework of the highest integrity.

	4. Information created by individuals and groups for their unique use.
	Information gathered once and “re-used” wherever possible.

	5.     A focus which is largely on data storage.
	A focus on exploiting of information.

	6.     A culture where information is power
	A culture where each individual understands their role as an information provider in a “whole system” perspective.

	7.     A focus on training in IT Functionality Skills
	A training and education approach based on exploiting information in the broadest sense.


B  -  
The Benefits


By addressing the strategy shift and making the necessary changes the Service will achieve significant benefits as described below.

4.5
Efficiency

There is opportunity for significant improvements in efficiency.  Work is in progress and would suggest that between 40% and 50% of our cost structure is concerned with handling information.  By developing a programme which directly addresses the management of information across the Service we will be able to plan and DELIVER significant efficiencies.  Significant efficiency savings are eminently achievable across the Service.   Efficiencies in the order of many millions of pounds will be delivered through this Strategy.

4.6
Exploitation/Effectiveness

Already the Service has recognised the importance of partner agencies, yet to date formal National Police IS and IT strategies have been internally (i.e. Police applications) focused.

The Service will increasingly wish to exploit appropriate sources of information that currently sit within the Police, and other domains, cost effectively in the pursuit of our legitimate objectives.  By addressing these issues as a Service we will move forward rapidly and deliver information services to where they are needed.   This will significantly enhance our effectiveness, and mean that operational officers and investigations have access to what they need to do their job.

4.7
Shift of Focus from Function to Process - “Street to the Courts”

Information will be managed in the context of PROCESSES which run across organisational boundaries instead of being “bounded” by functions (e.g. Command and Control/Crime Recording/Personnel Management etc).   If we manage information both within and between Forces much more effectively than is currently the case, this will result in significant process improvement.  The furtherance of this Strategy must, therefore, be closely linked to the work of the Business Processes Sub Committee.

4.8
Shift to National Information Management

There is a gradual shift to managing our information as a National Asset even when data collection is done on a local basis.  The IMS will create an opportunity for this shift to be accelerated by the setting of targets for timeliness and quality.  By creating a “virtual” National Police Information Service and fully exploiting PNC and other national information assets (and infrastructure such as PNN) we will reduce cross border crime significantly over the next five years and achieve other significant benefits.

4.9
Public Confidence Will Be Enhanced

The creation of a modern information service to the public on Police matters will significantly increase the public’s confidence in the service and contribute to the achievement of our objectives.

4.10
Planning, Quality Improvement and Performance Management

The Information Management Strategy recognises the critical importance of Performance Management and Quality Improvement.  The Strategy will allow us to exploit information gathered operationally in support of emerging performance and quality regimes and the achievement of Best Value.  This Strategy will be a key enabler of quality improvement.

4.11
Information Ethics


The Strategy will provide a focus for the development of a Service-wide ethical framework for information handling.  Work is necessary to ensure a Service-wide view exists in respect of the implications of the Freedom of Information Act, the Data Protection Act 1998 and the European Commission on Human Rights (ECHR) Directives.

5.
INFORMATION MANAGEMENT POLICY STATEMENTS

5.1
This Strategy will be delivered by identifying a number of high level policy statements which are closely aligned to the overarching aims and objectives, (and their guiding principles) of the Service.  For each statement an analysis will be carried out (at national and local level - and where necessary with partners and other agencies) to determine:

· where we are now

· where we need to be

· how we get there

5.2
A mapping exercise has been carried out to determine the extent to which the policy statements actually support the overarching aims and objectives of the Service and this shows:

(a)
that all the information management policy statements support either one or more of the aims and objectives of the Police Service, or the guiding principles; and

(b)
that the Service has expressed no aims or objectives which this Strategy does NOT support.


Details of this mapping are at Annex C.

5.3
Policy Statements

This Strategy requires the Service to agree the following information management policy statements:

1. 
Operational Information
To ensure operational staff have reliable and rapid access, when they need it, (on a 24 hour basis) to any information about:

· people

· places

· objects

· events

· costs

· risks

which is necessary to support appropriate decision making.

2. 
Access to “Added Value” Information
To ensure operational officers have access to “added value” information services (i.e. intelligence, briefings and “best practice”) before they are deployed so that they are more efficient and effective.

3. 
Reduce Overheads
To reduce data collection overheads on staff during the period of this Strategy.
4. 
Wider Public Safety Context
To consider a wider public safety context when we capture, store and process information and to incorporate all available and relevant sources of Government and commercial information into the Police information environment.  [The extent to which this objective will be achieved is dependent on the balance the Service will strike in respect of the ethics of information handling].

5. 
Consistency
To ensure that quality information is accurately captured, analysed, processed (once only) and presented in a standard manner to ensure a consistent interpretation on a national basis, across the “whole system” and that all those working in law enforcement agencies have reliable and rapid access, when they need it.

6. 
Best Value
To ensure information is available to share, plan, evaluate and improve the quality and “Best Value” of specified police activities in line with developing quality assurance and best value programmes.
7. 
Public Information - Access

To provide an easy to use,  high quality, consistent and cost effective point of access for the general public to information and advice which meets their needs.

8. 
Protection
To protect our information (as we would any other limited resource) from misuse.

9. 
Ethical Framework
To exploit our information systems with integrity in the light of a developing ethical framework and to deter, and where necessary combat, corruption within the Service where it may exist.

6.
AN AGENDA FOR ACTION

6.1
The high level policy statements in section five are the basis on which the Service will exploit information to provide an enhanced Police Service.

6.2
This agenda for action is primarily concerned with establishing where we are now - on a Service-wide basis and identifying how the policy statements should be applied at force level.  Once the work identified in this action plan has been achieved it will be possible to identify what “Systems” developments are necessary and as a consequence how the Service and the Police Information Technology Organisation (PITO) moves the National Strategy for Police Information Systems (NSPIS) forward to support the overarching aims and objectives of the Service.

6.3
Action is required by:

· Forces

· ACPO

· PITO

Action Plan

	No
	Action Statement
	Component
	Lead
	Target Date

	1
	Endorse the IMS as formal ACPO Policy.
	
	Chief Constables' Council 
	Jul-1999

	2
	To use the agreed IMS policy statements as a basis for discussion with all non-police agencies about information exchange and new IT developments.
	
	Force IT & Business Managers

All Members of ACPO                                  All Members of PITO
	Ongoing from Jul-1999

	3
	To research, clarify (where necessary) and publish a Corporate Data Model for the Service.
	Interim position statement and development programme.


	PITO
	Sep-1999

	4
	To continue to resource and support the on-going development of the IMS and associated strategies within the ACPO IM Futures Portfolio.


	
	PITO
	Ongoing

	5
	To map the NSPIS applications onto the high level Information Management Policy Statements and determine the gaps as a prelude to further work concerned with Taking NSPIS Forward.
	Report findings to ACPO IM Futures Portfolio.
	PITO
	Oct-1999

	6
	Identify where within the ACPO/PITO structures responsibility rests for Corporate (Service-wide) Information Management Policy.  NB:  The body which has responsibility for Service-wide Information Management Policy will be the final arbiter in respect of data standard and data management issues.


	Revised TOR for relevant ACPO Committees to be published.
	ACPO IM
	Dec-1999

	7
	Identify (with the support of members of the ACPO IM Futures Group) which ACPO Committee is responsible for developing the high level policy statements and ensuring all ACPO Committees take account of this Strategy in their development work.


	Revised TOR for relevant ACPO Committees to be published.
	ACPO IM
	Dec-1999

	8
	Determine how the ACPO IM Committee will shift its focus from "Products" to "Information Management" and support the continued development of IMS.


	Revised TOR for relevant ACPO IM to be published.
	ACPO IM
	Dec-1999

	9
	Agree the basis of Service-wide Benchmarking of Information Management and Technology in support of the IMS both in terms of the methodology, process and resources.
	ACPO IM to agree Bench-marking model.
	ACPO IM
	Sep-1999

	
	
	Chief Constables' Council to agree Bench-marking model.


	Chief Constables' Council 
	Oct-1999

	
	
	HMIC to be engaged in Benchmarking process.


	Chief Constables' Council 
	Nov-1999

	10
	Use the IMS/IT Benchmarking Tool Kit being developed by ACPO IM Committee (see 9) as the basis for evaluating the effectiveness of Information Management and Technology Services within Forces.


	Benchmarking data collection.
	All Forces (and Regions)
	Jan-2000 to Jan-2002

	11
	Identify and define links between systems and stipulate how those links will be achieved both at National and Force level.


	Generic links on business basis not NSPIS products.
	PITO, IMAG & ACPO IM Futures Portfolio
	by Forum in Early 2000

	12
	Publish the intent to devise a National Intercept Strategy which recognises some Forces are taking non-NSPIS applications and making investments in legacy systems based upon standards and links (see 11) to give whole system benefits.


	Analysis of National picture of Intercept Strategies for Forces.
	ACPO IM & PITO
	Mar-2000

	13
	Determine how the IMS will support the Force’s medium/long term Strategic Plan and then where necessary re-align local IS/IT Strategies with the Service-wide Information Management Strategy.  In doing so, Forces should ensure that local strategies support the high level policy statements (at pages 10-11).
	Consider impact of IMS.
	All Forces
	by Forum in Early 2000

	
	
	Monitor and review progress.


	ACPO IM  
	Ongoing

	
	
	Implement changes to reflect IMS.
	All Forces
	as per individual Force planning cycle/by Apr-2001 at the latest.



	14
	Where Forces have "Computer Departments", these are to consider how the issues of managing information across the organisation will be delivered and where appropriate re-focus their organisation to ensure the high level policy statements can be implemented.


	Consider impact of IMS.
	All Forces
	by Forum in Early 2000

	
	
	Monitor and review progress.


	ACPO IM  
	Ongoing

	
	
	Implement changes to reflect IMS.
	All Forces
	as per individual Force planning cycle/by Apr-2001 at the latest



	15
	To carry out an information audit at Force level against the policy statements (at pages 10-11 of this Strategy) and determine what action needs to be taken locally to meet the agreed standards.


	
	Force Chief Officers with responsibility for Information Management.
	as per individual Force planning cycle/by Apr-2001 at the latest



	16
	To commission a formal policy on the ethics of information handling and the impact of the Freedom of Information Act and the ECHR Directives for publication to the Service.


	
	ACPO IM
	Mar-2000

	17
	To commission a review of the impact of IMS on the current Service Training for IT Delivery and propose a way forward for a Service-wide Strategy of training and education which supports the IMS.


	Interim strategy published.
	ACPO IM
	Dec-2000


ANNEX A

INFORMATION MANAGEMENT STRATEGY

BACKGROUND PAPER
A PRESENTATION GIVEN AT PITO/ACPO IT CHIEF OFFICERS FORUM (NOV 1998)

BY DAVID WYRKO, RICHARD EARLAND AND HUGH THOMPSON

David Wyrko said that, on becoming Chairman of ACPO IT Committee, he had set up various portfolios concentrating on strategic issues.  One of these was the Futures Portfolio which, under his chairmanship, advised the Police Service on developing technologies and future trends, and looked at the development of the National Strategy over the year to see how it should adapt to keep pace with changing circumstances.  This was a good time to take stock and think about the changes which needed to be made and how the Strategy should change in the future to ensure it delivered maximum benefits to the police service.  The Futures Portfolio had reached the conclusion that one of the most urgent tasks facing the Service was the development of an Information Management Strategy (IMS) to bridge the gap between operational policing strategies, whether local or national, and information technology.  The presentation which followed would explain what it was envisaged an IMS would comprise and what it would mean for the police service.

Richard Earland of Kent County Constabulary, assisted by Hugh Thompson of Northumbria Police, both members of the Futures Portfolio, opened the presentation by stressing the need for a shift in focus from “technology” to “information”.  After its people, information was the second most important resource in the Police Service.  Research has shown that between 40% and 50% of the total cost structure of a police force was concerned with information handling.  There were opportunities for very significant improvements in efficiency and effectiveness if this critically important resource was properly exploited and managed.  The creation of a strategic framework for managing information, implemented across the Service, would help address the fundamental challenges for policing associated with:

· improving quality and performance;

· delivery in a broader public safety context;

· improving front line policing;

· meeting the needs of the public; and

· enhancing co-operation with other criminal justice agencies.

It also has the potential to add value to the business of Policing by improving effectiveness, reducing paper work, and enhancing quality of service by giving access to information about best practice models and outcomes data.

The overall aim of an IMS was to deliver solutions and services that made a significant contribution to policing in the context of changing society expectations, a changing Police Service and increasing financial pressures.  It was vital to provide the right information, in the right form, to the right people, at the right time and at the right cost.  The management of information should be a whole service activity, used as part of a solution, towards achieving sustained overall reduction in crime.

There was currently a significant gap between operational policing strategies and IT strategies, including NSPIS, and this needed to be filled.  The main drawbacks of the current approach were:

· the issues are clouded by the “technology” debate;

· NSPIS is not grounded in a business strategy;

· little business research is done on which to base the priorities and

· existing information assets are not being exploited fully.

What was missing was a service wide IMS, which could also help to even out the different levels of “IT fitness” in different forces.  In summary, an IMS would:

· provide the standards for information management in respect of definitions, data standards and the rules for sharing;

· put in place the mechanisms to ensure the Police Service (and its partners) had access to the right information, in the right form, at the right time, at an appropriate cost;

· ensure the Police Service understood the value of information and was able to exploit it as a corporate asset;

· be the link between the identification of policing challenges and the mechanisms for solving those challenges; and 

· be about thinking and doing things differently.

An IMS was not:

· about technology - it would not describe the mechanisms for moving information;

· about applications;

· about internets, browsers and all that “stuff”;

· just theory - it was about making a significant difference;

The business of policing, information management in the Police Service and Police IT (applications/products/services) could be thought of as three distinct but inter-connected layers, with information management in the centre, linking the other two.  All three layers were essential for the whole to function effectively.  Each layer had a national and a local perspective; the tension between these also had to be managed.  

           


The resulting diagram showed the existing gaps, particularly noticeable in the information layer, which lacked both a national IMS and an information management framework to link national and local strategies.  There were also possible gaps in the business layer, with the extent of a national business strategy still unclear, and in the applications and services layer, with some forces still lacking adequate IT provision.

While a business strategy for policing should ideally drive the IMS, it was possible in its absence, to pull together key Policy Statements derived from the Overarching Aims and Objectives of the Service.   Examples of Service-wide challenges, or “key policing issues”, which could be addressed in part by effective information handling are:

· Improving core functions/processes;

· Policing in wider public safety context;

· Providing world class law enforcement;

· Achieving significant quality improvement;

· Achieving significant resource management gains; and

· Modernising interface with public.

It was suggested that, for each key policing issue, there should be one or more strategic information Policy Statements, which together would form the basis for an IMS.

For each strategic Policy Statement it was necessary to determine where we are now, where we wanted to be and how to get there.   This work would form the focus of developing the IMS.
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OVERARCHING AIMS AND OBJECTIVES FOR THE POLICE SERVICE














ANNEX C
Mapping of Information Management Policy Statements
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Guiding Principles:


The Police should carry out their functions





1.   	with integrity


2.   	treating everyone fairly, regardless of ethnic origin, religious belief, 	gender, sexual orientation, disability or social background


3.	efficiently and effectively


4.   	through partnership


5.   	in a way which obtains the best value from police activities,                                     	including those involving other agencies


in ways which reflect local priorities and are acceptable to local  communities and partners


dealing speedily and transparently with police wrong-doing





8.


Reduce the


fear of crime





Objectives:





11.


Help to


meet the 


needs of


victims and


witnesses





7.


Reduce crime


through


investigation,


detection and


addressing the


causes of


crime


 





Aims:





10. 


Deal


with


suspects


fairly





9. 


Provide high


quality,


timely


evidence,


contributing


to


fairly conducted


prosecutions





6.


Prevent


terrorism





5.


Disrupt


organised


and inter-


national


crime





4. Contribute


to


improving


road safety


and the


reduction


of


casualties





3. 


Improve


safety and


reassurance


of public,


especially


those at


risk of


harm





2. Reconcile


conflicting


rights and


freedoms


of the


public





1.


Keep order


(and


restore it


where necessary)


and reduce


anti-social


behaviour








2. Reduce crime and the fear of crime





3. Contribute to delivering justice in a way which secures and maintains public confidence in the rule of the law





1. Promote safety and    reduce disorder





	     Statement of Purpose 


To help secure a safe and just society in which rights and responsibilities of individuals, families and communities are properly balanced





See Pages 10-11





Overarching Aims and


Objectives and


Guiding Principles





See Annex B
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