INFORMATON & RECORD MANAGEMENT POLICY
1. PREAMBLE
It is widely regarded that the management of information is vital in the delivery of departmental programs as it improves better services to the public, increases productivity and reduce costs to the department when planned and managed properly. Information management is a core component of government infrastructure; it is the intellectual capital of responsible governance. Information management is the set of rules, policies and standards that are disseminated across and assists governance through efficient use of scarce resources. Information management encompasses records of all forms of media, including electronic and paper records of all descriptions such as correspondence, forms, reports, email, audiovisual recordings, etc. Records must be kept according to their value. 
DEFINITION OF INFORMATION MANAGEMENT

Data placed in context is regarded as information. Information management can be defined as the set of objects that govern the collection, storage, dissemination, and delivery of useable corporate information and it also ensures the availability of information to customers, suppliers, and partners, and on the other hand it enables department to expose and leverage information products to its advantage.

2. BENEFIT OF INFORMATION MANAGEMENT TO THE DEPARTMENT
Proper planning and management of information in any organization, helps the organization to:  
· Facilitate better and more informed decision
· Contributes to the intellectual capacity of an organization
· Encourages the free flow of ideas which leads to insight and innovation
· Improves customer service and efficiency
· Can lead to greater productivity and improved service delivery
3. PURPOSE
· To provide guidance on how to manage information

· To encourage proper management of information and its utilization for the sake of minimizing loss and risks

· To facilitate proper custody, maintenance, retrieval, and disposal of records and information.

4. LEGAL MANDATE
5.1. Republic of South Africa constitution, section 195 provides amongst others: effective, economical and efficient use of resources; provision of timely, accessible and accurate information; and requires that the public administration must be accountable. 
5.2. Public Service Regulation of 2001 Part 111 (E-1-C) stipulates that a head of department shall establish an operational plan that enables the implementation of the information infrastructure plan and information management.
5.3. Promotion of Access to Information Act (PAIA) Act, 2 of 2000. In terms of this act, everyone has the right of access to any information held by private and public bodies that is required for the exercise or protection of any right, therefore the head of department should ensure that there are departmental operational processes and procedures in place for dealing with requests.

5.4. South African Archives Act (Act no. 43 of 1996), the act stipulates that the head of department is responsible for the records management practices of his/ her department by ensuring that there is records management policy and procedure in place.
5.5. Electronic Communications and Transactions (ECT) Act (Act 25 of 2002), the purpose of this act is to enable and facilitate electronic communications and transactions in the public interest. The act regulates e-government services.
5.6. Public Finance Management Act ( PFMA ), this act regulates financial management in the Public Service and prevents corruption, by ensuring that all governmental bodies manage their financial and other resources properly.
6. SCOPE OF APPLICATION
This policy is applicable to all employees within the Department of Public Works.

7. PRINCIPLES
The department shall:
7.1. Make available information to support business operational activities.

7.2. Facilitate and manage departmental information management process/ system

7.3. Ensure that departmental information is stored in a secured central repository accessible to all stakeholders and clients.

7.4. Facilitate sharing of information to improve service delivery.
7.5. Encouraged employees to access useful and relevant information stored in the repository for the benefit of the department.

8. ACTIVITIES/ PROCESS INVOLVED IN THE MANAGEMENT OF DEPARTMENTAL INFORMATION
8.1. RECORDED INFORMATION MANAGEMENT
Recorded information management is a system of rules and procedures governing the creation, use, storage, and disposition of all recorded information within the department. Recorded information management applies to all records, regardless of media or formats- including, but not limited to: compact disk (CD), electronic records, photographs, video, paper, web, etc. Information management is applied to recorded information to ensure that the critical characteristics of authenticity, reliability, integrity and accessibility are retained. Record management program should be allocated sufficient resources to:
· Manage authentic, reliable and useable records, supporting business functions and activities, for as long as they are required ;

· Manage the information life cycle to meet all legislated requirements for record keeping;

· Manage information holdings, making them readily available for decision making and to meet information access requests;

· Protect the integrity, reliability and authenticity of records so that they may be relied upon as evidence of organizational activity and administrative decisions and thereby meet legal, evidential and accountability requirements;

· Ensure that records are protected and are not destroyed or removed from the control of the authorized officers, unless authority has been granted under the disposal regulation or other legislation;
· Ensure the identification and preservation of permanently valuable records and the destruction of all other records in a timely, secure and environmentally sound manner;

· Promote organizational efficiency and economy through sound record keeping practices, including reducing storage costs through the use of records centres and appropriate technology

· Enable the information and record manager’s management to put in place proper storages, and develop retrieval and disposal systems.

Other applicable standards regarding recorded information management are:

· All employees, including managers, are responsible for managing records in their custody in accordance with legislation, policy and standards.
· All employees who create records should ensure that there is proper referencing to the records they have created based on the approved file plan for the purpose of giving identity to departmental records.

· Managers should not append their signature to a document without proper reference number.

· Recorded information management applies systematic controls and standards to the creation, capture, security, use, documentation, retention, conversion, migration, disposition and preservation of recorded information in all formats, including electronic records.

· Department is responsible and accountable for the administration, control, documentation, preservation and security of records in its custody and control.

8.1.1. OWNERSHIP, CUSTODY AND CONTROL OF DEPARTMENTAL RECORDED INFORMATION MANAGEMENT.
Departmental recorded information are considered to be all recorded information, regardless of physical format, that is received, created, captured, deposited or held by any program or directorate of the department. In general, any record created or received by an employee, contractor or volunteer and used to support a departmental function or to conduct departmental business is a department record. All documents created or received should be filed in registry and also to a central repository of the department, except in cases where the HOD has prescribed, otherwise.
8.1.2. SCHEDULING OF RECORDS AND RECORDS CLASSIFICATION SYSTEM.

The applicable standard for classification, filing, retrieval, vital records and accessibility of information and protection of privacy designation, and disposition scheduling of operational records are documented in the departmental file plan, Dewey decimal classification and MISS ( Minimum Information Security Standards) classification.
8.1.3. ELECTRONIC RECORDS.

Electronic records are departmental records and include word processing files, databases, electronic mail, web pages, etc. They are subject to the same policies and records scheduling requirements as all other records media and format. Electronic records with rapid technological obsolescence require ongoing conversion and migration. To remain publicly accountable, electronic records must remain authentic, reliable, useable and accessible throughout a system change, format conversion, or migration between operating systems, hardware, mobile IT assets (e.g. cell phones ), and software applications including transfer to the Electronic Archive Centre.
8.1.4. ELECTRONIC MAIL.
Electronic mail sent or received using department e-mail system is a departmental record and is subject to the same information management controls as other department records. Electronic mail required for ongoing legal, fiscal, audit, administrative or operational purposes must be retained and classified according to the applicable departmental file plan.
8.1.5. VOICE MAIL.

Voice mail recorded on departmental equipments is a department record and is also subjected to the same information management controls as other department records. Where voice mail is required for ongoing legal, fiscal, audit, administrative or operational purposes, it must be retained and classified according to the applicable departmental file plan.

8.1.6. ELECTRONIC IMAGING AND MICROGRAPHIC SYSTEM.

Department records on paper, film-based or machine-readable format must not be converted or copied to an electronic image format, to optical-based ( or other mass storage ) media or to micrographic media without prior evaluation, technical assessment and authorization from Information and Record Management Division. Conversion must be done in accordance with applicable standards and practices established by the National Archive of South Africa and should conform to ECT act, Act 25 of 2002. Use of these technologies must not only be cost-effective but must also ensure the integrity of information and its preservation for as long as required by an approved records schedule.
8.1.7. DESTRUCTION OF RECORDS.

Only records covered by an authority for disposition obtained under the National Archive Act, Act 43 of 1996 (or other legislation) may be destroyed. The Information and Records Management division should:

· Establish standards for secure and confidential destruction of records;

· Apply for disposal authority from NARS;

· Transfer to Provincial Archive, records identified for archiving;

· Compile schedule for records other than correspondence files for disposal purposes;
· Monitor the records destruction operations of the department and its other agencies; and
· Identify inadequate procedures or processes.
        Records destruction operations must maintain the security of information and protect the privacy of individuals whose personal information is contained in records.

8.1.8. VITAL RECORDS AND BUSINESS CONTINUITY PLANNING.

Department must identify and manage its vital records and conduct business continuity planning, for the purposes of:
· Conducting emergency operations during and immediately following a natural disaster or other serious disruption;

· Resuming/ continuing departmental services or operations
· Re-establishing the legal, financial and functional responsibilities of the department

(  See the attached annexure )

8.1.9. DISCLOSURE REQUIREMENTS FOR LITIGATION AND PUBLIC              INQUIRIES

Under the Attorney General’s discovery of documents for litigation purposes, department must disclose documents in its actual possession or control. Destruction schedules are suspended during court orders for Demand of Discovery and failure to comply with a court order is contempt of court and punishable. Any legal questions or concerns are to be addressed to head of the department . Any records management questions are to be addressed to the department IRM unit.
8.2. INFORMATION UTILIZATION
Information is regarded as a strategic resource of the department, and is not owned by an individual directorate, and therefore should be utilized by all employees of the department effectively and efficiently to support the functions of the department. Access to, or disclosure of, information must comply with the provisions of applicable legislation. To facilitate information sharing, Information and Record Management unit must maintain an inventory of the information collected, managed and maintained on behalf of the department. The department should allow access to the information in its basic format in the most cost-effective manner (e.g. intranet/ website) available to the department. Where information requested has to be paid for, such payment will cover access costs, transaction costs of a data transfer provider, direct costs of information searches, etc. The department is only required to provide information in its basic format, if any translation or conversion is required, it must be done and then be paid for by the requester. 
Department uses information and communication technologies (ICT’S) to support employees in their work as well as efficiently delivering services to citizens. Proper usage of these technologies, such as computers, e-mail systems or the internet, saves time and money, reduces administrative overhead and improves service. However, improper usage may jeopardize systems integrity, security, service levels and at the end put department at risk. All ICT resources are provided as business tools to users and are department property. When using ICT resources, users must:
· Comply with all applicable legislation, regulation, policies and standards;

· Respect copyright and other intellectual property rights in relation to both programs and data; and not detrimentally affect the productivity, integrity or security of ICT systems and/ or harm department’s reputation

8.3. DATA MANAGEMENT.

Active data management increases system effectiveness, improves the accuracy and timeliness of data, and derives maximum business benefit. To demonstrate that services are delivered effectively, department must have efficient access to the data existing in various computer systems, files and reports. Consistent data management practices will allow department business to function better by providing a consistent structure for data access. Department is responsible for ensuring that the electronic storage, retention and disposition of data are consistent with information and records management policies, and in accordance to relevant legislation.
8.4. INFORMATION RESOURCE CENTRE MANAGEMENT

Materials or resources collected for the resource centre are for the support of the business activity of the department to ensure that there is effective and efficient service delivery. Materials collected, maintained and managed are in the form of print and non-print as well as audio-visuals materials. Employees of the department are considered as members of the resource centre and can borrow materials for a period of 14 days, with the option of renewal if the material is not in great demand. Failing to return material on time will lead to a suspension of the membership to a maximum of three (3) months.
8.5. FORMS MANAGEMENT 
All departmental forms should managed properly and also to be used cost-effectively. They must be accessible to all stakeholders and clients. This will be achieved through:
· Identifying and listing them in departmental records control schedule.

· Ensuring that forms ( whether paper or electronic format) comply with government design standard

· Ensuring that department complies to policy and procedures in line with applicable legislation

· Operating and maintaining forms control system

· Providing functional direction and technical advice to the departmental staff.
· Employees keeping the forms in their workstation must ensure the safety and security of those forms.

8.6. SECURITY OF RECORDED INFORMATION

Information security should apply to all locations where information is processed or stored. Information systems security is the protection of data, systems, documentation, computer-generated information and facilities from accidental or deliberate threats to confidentiality, integrity or availability. The department should ensure that appropriate security measures are established for all data, computer software, associated documentation, computer facilities and computer-generated information. In contracting for data processing services, department must select those service providers who will undertake to comply with information security of the department. The department has to ensure that the privacy and protection of personal information is incorporated into the design of information systems and in the collection, retention, use, access and disclosure of data. Access of data, software and computer facilities must be based on the demonstrated need and authorization. Information is an asset that must be protected commensurate with its value. Steps should be taken to preserve the privacy of personal data, in accordance with security procedures and in compliance with the relevant legislation.
8.6.1. SECURITY MANAGEMENT

The department must establish security procedures that address:

· Protection of data and applications;

· Access of individuals and user groups to data, systems and facilities; and

· Use of security software to control data services and applications.

     The Risk and Security management division is responsible for the implementation of security policies and procedures and the scope of their responsibility should be clearly documented. Managers and other persons who have data, software, documentation, information, equipment or computer facilities in their care, custody or possession must be accountable for their protection. Security requirements must be identified in procurement documents and evaluation criteria. Contractual agreements with private contractors must specify security requirements. The department should implement procedures to ensure that computer access privileges are revoked at the time a person terminates employment or contract with the department.

8.6.2. SECURITY EVALUATIONS
The department should ensure that there is security evaluation on regular basis with regard to security measures in place for the stored information management, and the security evaluation must consider the following but not limited to :

· Compliance with security policies, standards and procedures; and
· Security exposure related to :

· access control;

· media storage ( both current and backup copies );

· hardware or software reliability;

· data error or compromise;
· operating and change procedures;

· operating environment;

· human error or malice;

· external communication;

· long term preservation of archival data; and

· natural and environmental disasters.

  Security evaluations of information systems must be incorporated into Post-Implementation Reviews and Operational Systems Reviews, and must include but not limited to:
· compliance with security policies, standards and procedures; and

· security exposures related to :

· system access and availability;

· separation of duties;

· the privacy and protection of personal data; and

· business continuity in the event of a disaster

8.6.3. SECURITY INCIDENTS

The Risk and Security management division is responsible for developing and implementing a security information management system to monitor the effectiveness of security programs, including incident types and trends. The department will be advised regularly of reported losses and potential threats based on a summary of incidents. The officer tasked with information security issues, is responsible for investigating and documenting information technology related security violations, attempted violations or thefts, and assessing the impact of the incident and preventing a further recurrence. The department security officer must immediately report all information technology related security breaches, attempted security breaches, or thefts of data or equipments to the Risk and Security management division of the department.
9. INFORMATION FLOW

Information created should reach the information and record management unit for storage in the central repository so that it should be accessible to whoever wants to access it at the time when is needed. It is the responsibility of the manager and the creator of such document to see to it that once it is approved it should reach the repository through information and record management unit. Updating of the stored recorded information and version control lies with the creator in liaison with the information and record management officials.
10. WHY INFORMATION MANAGEMENT PROCESS FAILS?
10.1. Lack of trust in the unit responsible for managing record and information
10.2. Information is managed in silos

10.3. Lack of recognizing information as a strategic resource and valuable asset
10.4. Lack of processes that lead to information and knowledge sharing

10.5. Mistrust and selfishness amongst employees with regard to sharing information
11. HOW CAN THE DEPARTMENT ACHIEVE THE PURPOSE OF INFORMATION MANAGEMENT SYSTEM/ PROCESS?
11.1. By storing all available departmental information in a central repository

11.2. By sharing information and knowledge across the department
11.3. By using available information in decision making and also in executing daily tasks that will lead to improved service delivery.

11.4. By keeping the employees always informed about the process and decisions being taken.

12. DATE OF EFFECT
This policy will be effective as from the date of signing by the Executing Authority.
13. REVIEW
This policy shall be reviewed annually
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