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4.2

Strategic
risk :
. number

Summary of operational risks co

" Risk

description

Fraud and
corruption

- Theit

- Lack of
separation of
duties

Financial loss
Harm to
veputation
Inability to meet
targets

Cost
inefficiencies
Poor quality of
service delivery

Fraud and theft

Key assets
Alliances

Risk owner. Impaet .Era._m:..o..._. :

Senior
Managers -

nfirmed during the workshop

- 85,00

0.90

Inherent.

"Current tontro)

Limpopo Province Department of Public Worlks
Draft Strategic Finance Operational Risk Assessment Report
135 December 2006

Legislation and
policies
Disciplinary
procederes for
transgressors
National and
provincial fraud
prevention strategy
Implemented
provincial anti-fraud
and cormuption
hotline

Approved
departimentai fraud
prevention pian
Provincial COPCOC
monthly meetings
Physical security
Logical access
controls

Approved and
implemented
delegation of
authority
Segregation of
duties

Fraud Awareness
Campaigns
(Induction)
Reporting of fraud
related activities to
SAPS and Public
Service Commission

" Perceived
. control’
effectiveness.

0.40

.m..r—.m.;._o...a—””.pmm.c....m. L : Residual -

) - risk
-7 exposure

Implement
awareness
campaigns
Deadline date: 31
March 2007
Responsible
Official: Manager:
Anti-fraud and
corruption

Filling of vacancies
Deadline date: 31
March 2007
Responsible
Official; Chief
Financial Officer

15




Strategic
risk
number

C U Risk

description.

of risk -

Consequence - :

isk [ .Smcnmnm.”

7 Risk gwner:

+ Inherent
C sk
- exposuie

_.:._.w.u.n.ﬂ. L r.n_.:....aa.

Limpopo Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

O:.._.jn..: controls

Approved Annual
Workplace Skills
Plan

In-service training /

on the job training

Completion of Skills

audit {September

2006)

Implemented
Performance
Management
System
Implemented job
rotation

Use of bursaries
Intemships
Leanerships
Approved job
descriptions

_Perce] .=

" control
- effectiveness

Additional Actions -

Follew-up and
monjtor
implementation of
training plan by
Human Resources
Deadiine date: 31
March 2007
Responsible
Official: Senior
Managers

Implementation of
intervention plans
for individuals
Deadline date: 31
January 2007
Responsible
Gfficial:
Supervisors

2 Shortage of Inability tomeet | 1,2 Human Resources Key assets Senior
proper skills targets Managers
- Mismatched Cost
skills inefticiencies
- Inadequate Poor quality of
skills service delivery
- Inappropriate Increase in
skills fraud and
corruption
3 Lack of Tnability to meet | 1,2 Human Resoutces
capacity targets and
- Vacancies deadlines
- High staff Institutional
tumover memaory loss
Lack of
continuity
Poor
performance

Approved
organogram linked
to resources
Approved and
implemented
Annual Business
Plan

Deadline date: 31
March 2007
Responsibie
Official: Chief
Financial Officer

Cutsourcing Develop retention
Attendance and plan in line with
participation of Human Resources
monthly retention policy
management Deadline date: 31
meetings March 2007
Implemented Responsible
Perfonmance Official: Chief
Management Financiai Officer
System

Filling of vacancies

16
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risk-
numbes

m.:..n.».nm_n. Risk

&omn_.m_uao:”.

Link ' to - Risk categories
L $trategic R :
ST fodus
area

. 'Likelihgod - - Inherent

risk
- exposure

Limpopo Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report

“urrent controls

Implemented

Programme

Employee Wellness

135 December 20006

- Residual
risk
" expostre

Non
performance of
other
directorates in
the department

[nability to meet
targets and
deadlines

Harm to
reputation

Cost
inefficiencies
Poor decision
making

1,2

Operational

Alliances
Key assets

Senior
Managers

S

S

Correspondence
with other
Directorates

‘zMonthly budget

review meetings
Approved and

implemented 5§ year

Strategic Plan
Attendance of
annual strategic
session (Lekgotla)
Participation and
attendance of
monthly budget
committee
Implementation of
monthly

management Teports
Implemented service

delivery standards
{Batho Pete)
Attendance and
participation at
Monthly EXCO
meetings
Implemented
Performance
Management
System
Reporting against

targets on a monthly

basis

Request timely
submission of
business plans and
cash flow
projections
Deadline date; 31
January 2007
Responsible
Official: Senior
Managers

Investigate the
possibility of

entering into Service

Level Agreements
with other
directorates
Deadline date: 31
March 2007
Responsible
Official: Senior
Managers

17




Limpopo Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

Inherent
- risk

Strategic Risk Consequence . Current a.o:ﬁwc.._m

—un..nn?.nm - Additional Actions - Residual

Risk owner. :
PR control risk

‘number

risk T deseription:

Lack of
management
support

Inability to meet
targets

Poor service
delivery
Poor
performance
Cost
inefficiencies
Incortect
management
decisions

Organisationaf

“profile- .

Strategic
Management
Process

Senior
Managers

exposure .

Non
compliance to
legislation,
pelicies and
standards

Possible
prosecution
Financial loss
Negative
publicity and
harm to
reputation

Stagitory

Key m.m..mﬁ.m
External .-

forces and -
agenis’

Chief
Financial
Officer

70.00

65

Approved and
implemented
delegations of
authority
Participation and
attendance of

attendance of
monthly EXCO
meetings
Approved and
implemented
Annual Business
Pian with reporting
thereon

Monthly
management
reporting

Monthly progress
reporting

Monthly CFO's
forums
Correspondence
with other
Dirvectorates

monthly component
“meetings
- Participation and

effectiveness

. exposure

Request quarterly
meetings with the
Chief Financial
Officer

Deadline date:31
March 2007
Responsible
Official: Senior
Manager:
Financial
Management

Awareness
caimpaigns
Implemented
disciplinary
procedures for
{TaNSgressors
Use of checklists
Circulars

0.65

Develop and
implement relevant
procedure manuals
Deadline date: 30
June 2087
Responsible
Official: Senior
Managers

18




Strategic - - Risk .-
risk . description :
number - :

Oe%»n:m_:_n
of risk:

27 Link:
i strategic

focus
area;

Risk owner

Limpopo Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

—.:._.n...n:.n. Current controls N ) . : . Residual
Fisk” o0 T o eeeontrel T T sk
-exposure : ‘ effectiveness o0 expesure

Monthly financial
report
Approved and
implemented
procedure manuals
Signed Code of
Conduct
Approved and
implemented
Annual Business
Plans

Inspections
Verification
[mplemented
Performance
Management
System

R
=

s

."sw%x“

7 Non
performance of
service
providers

Inability to meet
targets

Cost
inefficiencies
Poor quality of
service delivery
Harm to
reputation

External
envirenent

Alliances
External -
forces and
agents:

Senior | 70.00 0.65 ::Enﬁn:ﬂoa Supply Introduce awareness
Manager: Chain Management with the service
* Supply Chain process providers
- Management mmmzma contract with Deadline date:
T : each contractor with Continuous
penalty clauses Responsible

Official; Senior
Manager: Supply
Chain
Management

Signed Service
Level Agreements
with service
providers
Scheduled meetings
with service

Develop monitoring

providers tool for site visits

Briefing sessions Deadline date:

Correspondence January 2007
Responsible

Official: Senior
Manager: Supply
Chain
Management

19




Limpopo Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

Strategic. . Risk - Consequence

S : ; Current controls 2110 Percelved ?EE.E—& bnmam...r.. Residual
risk deseription - of risk * dependency ST - control - SR risk
number ! S P : - effectiveness . . S exposure

“profile-. .

Inspecticns (site
visits)

M. Deadline date: 31
wmws%m March 2007
o w%mﬁ%w«mm : Responsible
wmmmm - ofticial: Senior
3 Manager: Supply
Chain

Management

Investigate rewards
for performing
service providers
Deadline date: 31
March 2007
Responsible
Official; Chief
Financial Officer

Categorisation and
classification of
suppliers on the
database
Deadline date: 30
June 2007
Responsible
Official: Senior
Manager: Supply
Chain
Management

Iimplement optimal
utilisation of
electronic database
(ron-perfonming
service providers)
Deadline date: 31
March 2007

20




Limpopo Province Department of Public Works
Drafi Strategic Finance Operational Risk Assessment Report
15 December 2006

Inhierent - -Current.cor : Perceived

Strategic . Risk' iketihood .

Conscguence Link: to Eu_w.amgwcla.m : B . Additional Actions
risk - * description. sk strategie : : cy. risk - control - .
number. ’ S focus- - o exposure . effectiveness

area’.

mna.w.mm,:._
risk
exposure

Responsible
Official: Senior
Manager: Supply
Chain
Management
8 Unreliable Inability to 2 Information Key assets Senior < Use of exception Give input on
management make informed integrity and Managers reporting modification of
infermation decisions reliability Monthly reporting financial system
- Information Inability to meet “process within DPW Deadline date: 31
management deadlines and Supervisory reviews March 2007
systetr targets Implemented Respensible
Cost Performance Official; Senior
inefticiencies Management Manager:
Poor System Financial
performance Management
Conduct awareness
campaigns regarding
movement of assets
Deadline date: 31
March 2007
Responsible
Official: Senior
Manager: Supply
Chain
Management
9 Unauthorised Harm to 1,2 Fraud and theft Senior 70.00 0.65 Use of logical Conduct awareness
access to reputation ’ managers access controls e.g. campaigns related to
information Negative public passwords authorised
perception Approved and information and
Fraud and implemented work ethics
corruption Delegation of Deadline date: 30
Financial loss Authority April 2007
Physical access
control e.g, security
guards, alarms etc

21




Risk “ .
description

~ooof risk

Consequence:

Risk nﬁ.am.on.mnm S Link

ST profile

..“_mm.ﬁ._%_.ﬁnz

ct . Likelihood - " Inkerent

- risk -
exposure

Poor planning
and
monitoring

[nability to meet
deadlines and
targets

Cost
inefficiencies
Poor
performance

‘Segmentation -

0.65

i

ﬁ;?””?;
i

e

S
i

i
Fat

TR,

SRRy

R

o

g

Limpope Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

Promotion to access
of information act
and protection of
information act
Classification of
documents

Signed oath of
secrecy by

‘employees
4" Proper storage of

records

Segregation of
duties

Use of security bags
Approved
information security
policy

Perceived . Additional Actions
“control - DT
effectiveness

Responsible
Official: Senior
Manager; Risk

Approved and
implemented assets
management policy
Attendance and
participation at
annual strategic
planning session

In year menitoring
through reporting
mechanisms
Achievability
exercise

Approved and
implemented MTEF
budget

Momnthly budget
monitoring meetings
and reporting
mechanisms

Request timely
submission of
business plans and
cash flow
projections by other
directorates
Deadline date: 31
January 2007
Respoansible
Official: Senior
Managers

Report outstanding
business plans and
cash flow
projections to Head
of Department
Deadline date: 28
February 2007

22




risk
number’

Risk -
deseription -

..m:...:onma

‘Consequence
“of risk -

~Link: -to
. strategic
foeus - i
M.H.n.mm””. -

- Risk ¢ategorics -

 Link:

dependency :
profile

" Risk owner

g _._..._52. : .E_S:_icn 7 Inherent

risk
xposure

Limpopo Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report

Current controls:

Perceived
control risk
- effectiveness :

{3 December 2006

A :.E:.m ?;EE... Residual

exposure

Responsible
Official: Chiet
Financial Officer

11

IT system
failure

Loss of
productivity
Increased cost
of service
delivery
Financial loss
Poor decision
making process
[naccurate
corporate
reporting

(o]

Business continuity
planning

Key assets

Chief

Financial.

Officer -

70.00

i -disaster recovery
“plan

Back-up power
supply
Approved and
implemented

Approved and
implemented
infrastzucture plan
Signed Service
Level Agreement
{SLA) with State
Information
Technolegy Agency
{SITA) for
outsourced
transversal systems
and WAN
Information
Technology support
identified system
controllers

In case of failure
make use of [T
systems at other
departients

None identified

Political
interference

Inability to meet.
targets

Inability to meet
deadlines

Political

1. Extermal -

‘forees and
ageits

Chief
Financiat
Officer

50.00

0.40

Legislation
Approved and
implemented
Annyal Business
Plan

None identified

23




. Strategic ;- Risk

risk
“number

‘description .’

:*Consequénce::

b risk

Risk categories

to " Risk owner

mpact- . Likelihood -

_.._.mum_.w.
- risk:

exposure

Limpope Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

-Current controls

Implemented
policies and
procedures
regarding political
interference
Participation and
attendance of
monthly executive
management
meetings
Implemented
delegation of
authority
Attendance and
partticipation at CFO
forums

- Perceiv

d: Additional
control :
effectiveness’

N CEILTC LI

w Residual’

L risk
exposure

Lack of
motivation and
low staff
morale

Poor
performance
fnability to meet
targets and
deadlines

Cost
inefficiencies
[ncrease in
fraud related
activities

Human Resources

Key m.wmmsw...

| Chief -
+ |- Financial
[ Officer

©30.00

0.63

19.50

implemented
Employes Wellness
Program
Implemented
Performance
Management
System

Attendance and
patticipation af
Monthly strategic
finance management
meeting

0.65

Filling of vacancies
Deadline date; 31
March 2007
Responsible
Official: Chief
Financial Officer

Improve work plan
targets to reftect
measurable targets
and monitor
progress regularly
Deadline date: 31
March 2007
Responsible
Official; Senior
Managers

12.68 .
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Strategic - sk T ﬁe.:.mm.nﬁm:.n.m.

me . . ...”.E.im#...
number. : I

ikelihood:

: —:._.a..‘.a..:u.

risk -
exposure’

Limpopoe Province Department of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

_Current contvols "

. Perceived .

. .?r::&..m._

controf -

effectiveness

Acknowledge
employee
performance
Deadline date: 30
June 2007
Responsible
Official: Senior
Managers

Nominate officials
for MEC's service
excellent awards
Deadline date: to
be announced by
MEC
Responsible
Official: Senior
Manager

. Residual
risk
exposure

25
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Appendix A — Dependency Profile

Limpopo Province Depuartiment of Public Works
Draft Strategic Finance Operational Risk Assessment Report
15 December 2006

External Forces and Agents
Legislation
Socio Economic Environment

Political
Geographical spread

Media

- Environmental

Macro Economy

Technology

' Competitors’
‘Private Sector -

" Contractors -~
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