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4.2

Summary of operational risks confirmed during the workshop

Strategic ink to
: . dependency
2 profile.:
1 System failure Lass of productivity 1,2 Business Key assets Senior 270,00 0.90°
- Power failure Increased cost of continuity Managei:+ s
- Network. service delivery planning ICT
unavailability Financial loss
Poor decision making
process
Inaccurate corporate
reporting
RS all g2
2 Lack of human Increase in cost 1,2 Human Keyassets General 70.00 0.65 | 4 m..mm
resources Decrease in quality Resources Manager - .
capacity Lower productivity i1 gmwm
,..W i

Limpopo Province Department of Public Works
Draft GITO Operational Risk Assessment Report
12 December 2006

Cu rrent controls

o Pereeived
L contro

- effectiveness -

organogram for
GITO

Back-up power 0.65 | Develop
| supply infrastructure
Approved and blueprints
“implemented Deadline date: 30
disaster recovery June 2007
plan Responsible
Approved and Official: Senior
implemented Manager: ICT
infrastructure plan
Signed Service Investigate
Level Agreement possibility of
(SLA) with State hosting and hosting
Information management
TFechnology Deadline date: 28
Agency (SITA) February 2007
for outsourced Responsible
transversal Official; Senior
systems and WAN Manager: ICT
Re-visit relevant
policies and
procedures
Deadline date: 30
June 2007
Responsible
Official: Senior
Management: 1TC
Approved and 0.80 | Motivate need for
implemented funding of posts to

MEC
Deadline date: 28
February 2007
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Limpopo Province Department of Public Works
Draft GITO Operational Risk Assessment Report
12 December 2006

“Strategic. : Risk descriptio Consequence of risk | Link € ink to - Risk awner - Impact - Likelil ‘Inherent -~ Current controls. - Perceived - Additional actions " Residual
risk R : " T : i ! i ; 3 : . : AT contro R o risk
Cmumber oo : srmeo e focus A ‘profil RENSEE . e B ¥ cemmnn i e effectiveness Tl T T LT exposure

Inability to meet Approved annual Responsible
targets and deadlines plan for GITO Official: General
linking budgets tc Manager
outcomes
Monthly reporting Investigate
on vacancies at possibility of
management implementing
_meeting learnerships
, Deadline date: 28
February 2007
Responsible
Official: General
Manager
3 Inadequate / nability to meet 1.2 Human Senior: .70.00: Approved and Develop multi
inappropriate targets Resources Managers. B implemented skitling strategy
skills Cost inefficiencies : Performance Deadline date: 30
- Insufficiently Pcor quality of Management June 2067
skilled staff service delivery System Responsible
- Mismatched Institutional memory Skills audit (Sep Official: General
skills loss 2006) Manager
Lack of continuity Approved
Workplace Skills Investigate
Plan possibility of
Individual implementing :
Development Plan leamerships :
Informal on the Deadline date: 28 :
job training February 2007 m
Attendance of Responsible m
formal training Offtcial: General
Approved Manager
organisational
structure Motivate individual
Implemented training
recruitment Deadline date: 28
processes February 2007
Approved job Responsible
descriptions Official: All Senior
16




Limpope Province Department of Public Works
Draft GITO Operational Risk Assessment Report
12 December 2006

- Strategic- .
“risk
number

er: . Impact - Likelihood . Inherent .”. rent controls . Perceived. dditional actions : -. .%EE:&
B ; : B L e ik n e L L e control. ‘
soiprofile Lonh T Lol Lo I LT expoesure o * 7 effectiveness.

Budgetary process Managers
linked to
organisational
structure
Implemented HR
policies and
procedures
4 Theft, fraud and Financial loss 1,2 Fraud and theft | Key assets Approved and 0.65 | Re-visit policies and
corruption Harm to reputation Alliances implemented procedures
- Nepotism Inability te meet policies and Deadline date: 30
targets procedures June 2007
Segregation of Responsible
duties Official: All Senior
IT assets Managers
management
Physical and [mplement Fraud
logical security Awareness
Existing contracts campaigns
with all supplicrs Deadline date: 31
Use of registers August 2007
for movement of Responsible
assets Official: Senior
Approved and Manager:
implemented Communication
disciplinary
procedures for Establish ICT
transgressors stesring committee
Use of National Deadline date: 31
anti-fraud and January 2007
corrupticen hot line Responsible
Official: General
Manager

17
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" Consequence of risk

area

Risk owner.

1 Impaet

Limpopo Province Department of Public Works
Draft GITO Operational Risk Assessment Report

Current controls’

i Perceived:
. *control
-1 effectiveness

12 December 2006

Residual
‘risk

© - exposure

Poor work ethic Harm to reputation 1,2 Organisational | Strategic Senior Approved and 0.65 | Implementation of
- Absenteeism Lack of accountability Management | Managers implemented work ethic
- Poor time Inability to meet Process {eave policies and awareness
management targets and deadlines procedures campaigns
Cost inefficiencies Use of attendance Deadline date: 30
Poor quality of registers April 2007
service delivery Implemented Responsible
disciplinary Official: Senier
procedures for Manager:
ArANSLIEssors Communications
Approved and
implemented Employee
Code of Conduct satisfaction survey
Implemented Deadline date: 28
Employee February 2007
Agsistance Responsible
Programune Official: Senior
Supervision Manager:
Implemented Communications
Performance )
Management Implementation of
System service excellence
awards
Deadline date: 31
January 2607
Responsible
Official: Deputy [z
Manager:
Information
Management
Inadequate Hamm to reputation 1 Financial |- Key assets General 70.00 0.40 Approved and 0.40 | Investigate 11.20
management Inability to meet stability R Manager implemented possibility of
planning targets Medium Term including districts in
- Insufficient Poor quality of Expenditure budget planning
budget service delivery Framework Deadline date: 31
(MTEF) Janoary 2007

18
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Limpopo Province Department of Public Works
Draft GITO Operational Risk Assessment Report
12 December 2006

. WS.E:&
risk
exposure

Linkto.
dependeney
Coprofiles ool

Pérceived - Additienal actions
.. control o
effectiveness

. m:.“:am.pn
risk
" number

" Impact " Likelihood: - Inherent . Current controls -
S : : risk . : .
. exposuie

Em—.ﬁ..nwuma:ﬁ:: f ...Oo.ﬂmﬁ_:@zmmom.—ﬁmr”. “:Link tg
T . Chonni e strategltf categories -

Approved and
impiemented 5
Year Strategic
Plan

Approved and
implemented
Operational Plans

Monthly reporting

on actual versus

| budget

Monthly
directorate
meetings to
discuss progress
on projects ete

Responsible
Official: All Senior
Managers

[mplementation of
projected cash flows
Deadline date: 31
January 2007
Responsible
Official: Deputy
Manager: Facilities

Unauthorised
access

- Records

- Information

Harm to reputation
Negative public
perception

Fraud and comuption
Financial loss

(o=

Fraud and theft .

Key m.m.m.ﬂ.m. . .

Senior

JIRM

| Senior

Manag

“Manager: .

er

£ 70.00°|

0.40

2800

Implementation of
policies,
procedures and
legislation
Implemented
logical access
controls
implemented
physical access
controls

Use of registers to
record document
movement

Use of incidents
registers

0.40

Investigate security
risk for repository
Deadline date: 31
March 2007
Responsible
Official: Senior
Manager: ICT and
Senior Manager:
IRM

Awareness of
Promotion of Access
to luformation Act
Deadline date: 31
March 2007
Responsible
Official: Senior
Manager: IRM

11,20
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: Risk a.—.amn_..._u.ﬂ .

.ﬂa.:aom.:.mznn.c.w risk

Link to
- strategi

ategorics

¥ r_.—in.ﬂ :

Inhérent
7 risk
_exposure

Limpopo Province Department of Public Works
Draft GITO Operational Risk Assessment Report

© . Current controls’

“Perceived

o 8...?&.”
. effectiveness

{2 December 2006

-Additional actions "~ ..—.ﬂnm:—r»_ :

risk
exposure

8 Insufficient IT Inability to meet [ Information Key assets Senior 76.00- 040 |- 28,00 ] Appraved and 0.65 | Investigation of
infrastructure targets and deadlines technology Manager: ) : cetodle sl T implemented connectivity
-LAN Poor quality of ICT Medium Term altematives
connectivity service delivery Expenditure Deadline date: 28
- Storage space Framework February 2007

(MTEF) Responsible
Approved and Official: Senior
~implemented Manager: IRM
infrastructure plan
. Development of
storage plans
Deadline date: 31
March 2007
Responsible
Official: Senior
Manager: IRM

9 Lack of materials Inability to meet 1 Information.. Key assets’ .| Senior 50.00 0.40 20,00 | Performance of IT 0.65 | Performance of IRM 13.66
- Hardware targets and deadlines technology : : Managers Needs Analysis needs analysis ‘
- Resources Poor quality of L Approved and Deadiine date: 28

service delivery implemented February 2007
Medium Term Responsibie
Expenditure Cfficial: Senior
Framework Manager; IRM
(MTEF)
Approved and Performance of a
implemented communication
procurement needs analysis
policies Deadline date; 28

February 2007
Responsibie
Official: Senior
Manager:
Communication

20




Limpopo Province Department of Public Works
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12 December 2006

- Additional actions -

- Strategie.. LELEeyLe
risk L X = control,
. number : ..ov.mnm..i..o  effectiveness; -

10 Occupational Loss of iife 1,2 Health 7 Safety | Key assets Deputy 50.00 C (40 20.08 | Approved and 0.65 | Implementation of 13.00
Health and Safety | Injuries to employees Manager: : implemented OSHA awareness
risks Becrease in Information occupational training
- Fire productivity Management health and safety Deadline date: 30
- Water damage [ncrease in operating : policies and April 2007
~ Injuries costs procedures Responsible

Negative corporate Identified and Official: Deputy

image appointed OHS Manager:

Loss of intormation ‘Tepresentatives Information
Reporting of Management
injuries on duty
Implemented Implementation of
OHS awareness internaf gudit
campaigns recommnendations
Approved and Deadline date: 31
implemented March 2007
disaster recovery Responsible
plan Official; Senior

Manager: ICT
Develop and
implement business
continuity plan for
GITO

Deadline date: 30
September 2007
Responsible
Official; Senior
Manager: IRM

11 Destruction of Inability to meet 1,2 Business Senior 0.40 20.00 | Approved and 0.65 | Develop Business
property targets and deadlines continuity Manager: implemented Continuity Plan
- Damage to Financial loss plaming IRM disaster recovery Deadline date: 30
records Poor quality of Senior plan September 2007

service delivery Manager: Implemented Responsible

Institutionat memory ICT physical security Oificial: Senior

loss Manager: IRM

21




..mﬁﬂuﬁm_n :
crisk
number

Linkto’
-.strategi
L e focus:
G area:

. profile.

ependens

Limpopo Province Department of Public Works
Draft GITO Operational Risk Assessment Report
12 December 2006

T Currént ¢ nirols

; exposure.

Implementation of
policies,
procedures and
legisiation
(National and
Provinciat

“archives Act)
“:Use of fire

- Perceived:

control

- effectiveness

Investigate
possibility of
digitising records
management

Deadline date: 31

March 2007
Responsible
Official; Senior

Management: IRM
& Senior Manager:

ICT

Residual -

risk

| exposure

Inadequate
commuiication
- Mis
communication
- Mis
understanding

Silo mentality
Inability to share
information

Harm te reputation
Cost inefficiencies
nability to meet
targets

1,2

Operational

Key assets

20.00

Formalised
monthly
programme
meetings

Use of intranet
site

Approved and
implemented
comimunication
strategy and
policy
Monthly internal
and quarterly
external news
letters
Approved
marketing and
advertising
activities
Implemented
communication
standards

MEC radio
interviews, etc.

0.65

Improve internet and

intranet websites

Dreadline date: 30

June 2607
Responsible
Official: Senior
Manager: IRM

Inplement internal

audit
recommendations
(translation)

Beadline date: 30

April 2007
Responsible
Official: Senior
Manager:;
Communication

Develop
Communication
Plan

Deadline date: 28

February 2007
Responsible
Official: Senior

22
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—...E_w to " Residual

. Strategic: - Risk ™ N Impact : "+ Lik lihigod . Inherent .. Current controls”. " = . Perceived - Additional actions
risk - Vgtrategi - categories’ . dependeney I T C RO LI 1 - S : : control " - - .- R risk:
number Ve foeus LoEieen Dprofite s il exposure effectiveness exposuie
" area . R - ] ) )
Use of service Manager:
excellence awards Communications
Investigate
possibility of
utilising digital
communication
boards
Deadline date: 28
February 2007
Responsible
Cificial: Senior
Manager;
Communication
13 Loss of skilled Inability to meet 1,2 Human . Key-assets’: ! Semiar ) 50,00 | 040 20,00 | Implemented 0.80 | Develop and 16:00
personnel targots Resources At Managers S . retention plan implement multi
- Inability to retain | Cost inefficiencies ’ : (including counter skilling strategy
skilled personnel Poor quality of offers) Deadline date: 30
service delivery Performance June 2007
Institutional memory Management Responsible
loss Systern Official: General
Lack of continuity Job evaluations Manager
Impiemented
annual skills work Motivate individual
place plan training
Use of exit Deadline date: 28
interviews February 2007
Responsible
Official: All Senior
Managers
Motivate reasons for
counter offers
Deadline date:
Ongoing

23




””.m:..u.»nw_.n:Emr%me....wu.m_a
sk
number

Link to

categories

o gxposure

T e R AT LT

Limpopo Province Department of Public Works
Draft GITO Operational Risk Assessment Report
12 December 2006

Inherent .. Current controls . Perceived ' Ad actions -~ Residual
S e T o] - risk
effectiveness .-~~~ 0 exposure

Responsible
official: All Senior
Managers

14 Non-compliance
to legislation

Possible prosecution
Financial loss
Negative publicity
and harm to
reputation

Statutory

Key assets
External
forces and
agents

General

Manager *

0.40 -

15 Political
interference

Inability to meet
targets

Inability to meet
deadlines

1,2

»

m.u.o:.zn&

_External B

forces:and
agents -

_General
"+ Manager

40.00

20.00 | Compliance (.65 | Formalise ~13.00
awareness compliance
campaigns calendars
Monthly [RM Deadline date; 31

- meetings March 2607
(compliance to Responsible
legislation Official: Senior
discussed at these Manager: IRM
meetings)
Implemented
systems
compliance
checklist
Performance of
sysiem audits
Performance of
assets audits
Subseription to
Sabinet

Approved and 0.65 | None identified
implemented 5
Year Strategic
Plan
Implemented
poticies and
precedures
relating to
political
interference
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Appendix A — Dependency Profile

Limpopo Province Department of Public Works
Drafi GITO Operational Risk Assessment Report
12 December 2006

External Forces and Agents -
Legislation T
Socio Economic Environment -

' Poliical "
~Geographical spread

Media R gmowo.mgu.oiw\_w
Bnvironmental - Technology

.OcEmeowm
‘Private Sector

Contractors

28




6<

S50 [RIOUBULY

sjusuoduros

103foxd ; swsAs
[ESTILIO-UOU JOf
AJoromy223 Surgrowd

98v12A00 BIP2W 2ANESRU
10/pue s1oedun YI[eay 10

SuI9}sAS L .
2100 IO $SOUISNIC) [, ot.

estpudrsug 10 wasoldun Jo 2sn) | £19J8S TRIGSUITOIATD ON uo poedmr oN - IOUTIN
suoneredo SRR
uo joeduir JOuTm
siuotodmon . o8e10A00 | YIIm JOSSE UB JO SSOT
oseq | 10ofoad ; stuaisAs 103 EIPaUl SAQELU PAIUL (orqissod punoae Sl :
$)OSSE pUE anu0Adl | A3ofounyod) Swidiowe | s1oedur yyesy 30 A107es | jIom) ooustuaauoour [EEEEEHEREI 0t
uo oedun IO 10 uaaordun yo osny TRIUSTHIOIIAUS S]] [B20] JoLrg

JuBogmuSS

aseq
$}2S8E PUB SUUDAX
uo joedun sjpIepop

sjusuoduros yoafoxd

/ STI2ISAS [BOTILID 10]
AZojouysa) Swdrowd
10 uaaoxdun Jo asp)

o8e12400 RIpar 2ANeSaN |00

syoedwr qieay |
10 K1aJes ‘[RIUaUIoNIAUS |

[949] 10M0]

' &[ddns ur uou:mpeg

" gare [puoIdal
7R 19A0 SIMOY HT
2. § usamieq pouad
B 10] uoudmszp 10

%01 % %G Uaamlaq
Jo aseq 12888
/ STUBASI U0 1081

1938pnq 1940 9, 0T
¥ 94, (] U29M12q JO
SUNIIIA0 1800 JolRTy

siouoduwon

102l01d / stuesAs
TEONEID IO AJIUS 91
Aq pssynn Ajsnoraaxd
10U AZo[ouyoa}

MBI JO 380

ofeIoA0s BipowL.,
ammﬁ ou 1ueogmglg 1

aﬁtalmap Iemsummmue' B
: nwogtuﬁlsr -

:Jqqnd 10 jouuossd - -

3o Amfu1 jueoyrudrg

. Ajddus ur.yononpay

“pare unaogruﬁ_
.15A0 s1noq - 8

R XA wmg
FwiBuer poiiad R
B_IQ} uondnsip 1o 8 S Bl
L monEy

o401 < JO aseq J9ss5e
] QNUIARI U0 1001y

198puq 1240
%% 07< JO SUNII3A0
1500 JUBDIIISG

[eRueur -

ysu orjroads e Jo joedumn 9{{1811{&;

syuoduros 10af6id |

/ WsAs UaImiag

soroudpuadapisii |
[eOmiYo9} |-
JO [PAS[ YSIH |-

WaIsAS [EORLID

adun Jo asn

: ﬁ}iéidmoj R :
IR I LU RN AR

Sspustoduwos yosfoxd

o ASojoutos; |

ezpsm aAueEau Joley
orjgqnd agi jo S.Isqmaul
.-Jo [euuosiad jo giEep
10 (&upqESIp yusueniad)
o Amlur snoag

SFeWIEp
1B1ueumonAu9 10 ﬁzw

9 Kayes

' 58e10n00’

lumatuuo_qmﬁ L

SINOT 8¢ uey) Jaeud
JO sIeur0ISRNY 0}
A1ddns Jo Aymnunuos
ur woronpa1 Adus|
pue pesidsapim ul
1[NS2T LM JUIAD ST

CoLooet
omdoanseie))

&[ddils' S

= ye Aunuo) - -yoedmy

‘Burumooo

enb ul JUSOFRUBWI ISISSE 0] Pasn sem Mo[aq 3[qel oYL

1ovdin fo JUIUISSISSD FARVIDIT

-doysyIom

oy} Suump paunbai SuOISIAp 0AT0adsar oy 1o spusSel oy opraoxd sa[qel 20ny SUIMOYO)
9U ] "S[ONUCD SUISIXS JO SSIUSATIOIIO SU) SB [[om SB “MO00 [[i MSU 98U 1BY} POOYIeyy]
a4} Sfsur 2yl Jo 1oeduwrr [enueiod 2y3 o] SUIpioode SYSII oY) OZIS 01 PAsN $I[QR} oY} I8 MO[RE]

SI[q e} JudwIsSASSY -  xipuaddy

9007 42qu20aF ¢
MOdY JupWSSASSY YSIY [oHonnd0 OIrD HiT
syLo 4 angnd fo wuiandaq aoutaosg ododuyy




0t

SANIOAJOUI SIE SIMSERU [03UOD) - Kioprjsyesur)

: '-&10151{§si1és'

' '101:)1;315
o 3ssau_a,\u:)ay§[ '

Sonpx T10 D1BZTIW O} STOIU0D
w 1SIsse 0) Pasn sem MO[2q 9[qe) 2],

L SSauaaydaffo o.i,i;ma Pacadsad [0 [ UISSISSD IADIIDHY)

010 | Pl om f:ﬁ_I_aA'.;.[ - uad’déq 01 pa1oadxs 10N
020 2( P[00 Inq POOTAYT [TewWs - AR __T.Uflzlg
00 uayy0 sunb mMooo prnon 3 SIqISSOd
$9°0 1900 JO SOUEYD USAD UE UEY)] 2104 ' 3:(.[:;)111 |
SIOUBISWTOID ' ureps)
5 2T} UT N5 0] UTEYIAD JSOUE ST YSL AT I, - Isowyy -

RN - L .101383.?

0 Bl wonEILIERY) - POOTNIT

“Burnmoao0o
ysu oygoads e Jo pooyrpayy a3 Suikynuenb ur JuswsSeuew ISISSE 0} POsn SBA MO[oq 9[qR) 9],

pooytpayy fo Ggrgoad [0 juanissassy sanvong

9008 42quaoaq |
1i0d2Y JUBUISSISSY YSTY [pUontade) (11D 1foiq
syto44 apgng fo pnipuvdaq asutaoig ododuny




%

L g Ko

oy Aquong

g awong’
g Auoug

- Auoug

Suney  ysny [Enprsay

"$2LI0Z938D JUSIOIIIP § SYI 0JUl elhéodké ySU [enp U1 9SLI0S218D 0) Pasn SeM MoJaq 9]qe) YT,

YSTY [onprsay
fliastery g

C MO

918.191)0]’/\[
ysIy
’ QUJQJD{H

_ e
suney L Judadyuf

*SOTI0501E0 JUIISFJIP §
DU} OJUT SYSLI POUINUSPI 911 JO amsodxa YSII JUFNUT 21y} 951105218 03 PIsn SEM MO[2q 9[qe) oY,

YSIY Ju2424uy

00T A2quizaaq g}
MOdBY 1DWSSISSY YSIY JOUONDL2A0) OLLIT) IPa(]
Sy 44 apgng o manapapdagy somaod g ododuny




